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NIGNICENSE andiregulate the Nation’s civilian use
N OIpYRIeENEE Source, and special nuclear
mateaisfierensure adequate protection

T of the public’s health and
safety, common defense

and security, and
environmental protection.
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sNIGNIEVENTIIUCIEaI@SEecurity Incidents and
[ESPeNURERSEEtYy and security events
o Ensurtme SCUy off the nation’s commercial nuclear

activitiess;

e FOcUSING ORI the proactive and realistic development of
regulatory: pelicy, eversight, and integrated response
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f"' g nl‘g,Enwronment

er- HEaIRSECUILY IS dominant concern

4

- Obtal dtamew: balance between

 Sdliety..
e Openness, and
e Security

e Multiple layers of systems, infrastructures

5
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PlpEwzanen off “high-risk”

radioactive materials




INRG/POENLINt Report on RDDs

r RADIOLOGICAL DISPERSAL

DEVICES: T
Re po rt resses 4 areaS : AN INAL STUDY TO IDENTIFY RADIOACTIVE MATERIALS OF

GREATEST CONCERN AND APPROACHES TO THEIR TRACKING,
TAGGING, AND DISPOSITION

 Mate -ﬂ

H

-

4
£ Reportto thed
Nuclear Regulatory Commission Hi

s NreckaRE anc Inventory of and thef

Secretary of Energy ¥

SOUKICES ?
e [[2gQiNg and moenitoring ]

May 20034
1

e Disposal ef unsecured ;
ki

SOources Prepared by

The DOE/NRC Interagency Working Group on i
Radiological Dispersal DevicesH

http://www.energy.gov/engine/doe/files/dynamic/96200392047 RDDRPTF14MAY.pdf
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Fecllglsgidee ofeleltee]

e
RedioactiVesourice manufacturer

|

Equipment manufacturer

|

User

Recycling L oss of control
programs — * Orphan source

_ e malicious intent
Disused source

Controlled V\}aste disposal

arrangements




P ASSESSINENT of Threats

~  Known losses and finds; Trading partners:
*- national, internationa contaminated items,
commodities, NORM

Military uses/
N / sites of conflict

Gather Information

I \ | mport/export

of sources

L egacy
] ISSUES Intelligence:
A ssessment illicit trafficking,

\ terrorism

Action program




gENIRG Security of

‘ g‘lg RisiaSources

. Se ISHIMpPeant, but ..

e Safety of WCeS still
parampiiii

 |AEA-TECDOC-1344

o |AEA’S Coage of conauct on
the Safety anda Security or
Radioactive Sources




AEATCede off Conduct
-

A PUBISHEdNRal formin January 2004
Lo // Wy yy=-gLle 'ea.orgﬁMT@B/pubIications/PDF/Code—2004.pdf

COVErS radivaCHyE Sou )
risk to | [EUals; Seciety, and the environment —

iat the Code applies to the top three

source categories (the highest risk sources) of the five
categories defined by IAEA TECDOC-1344

Code’s scope Is further limited to Category 1 and 2 for:
 National source tracking registry
e |mport/export provisions




MAEA Category 1 & 2 Thresholds
Cat 1 (TBQ) Cat 2 (TBQ)

0.6
0.2
0.5
0.3

1

10
0.8

0.6
Pu-239 (Be) 0.6
Ra-226* 0.4
Se-75 2
Sr-90 10
Tm-170
Yb-169




. _Thecl allenge of Code
N mplementaion: World-Wide
-

- -
ASOIErcoUntesimay lack the enabling
. IEgisianppianc/orregulatory infrastructure
REECEERENUllY Implement the Code

-
Situatieirpresents challenge to developed
countries Wwho desire to export sources to
nationsiwno lack many of the elements of
policy and programmatic controls for the
safe/secure management of sealed
sources




, NFC gecurity Initiatives




|ty Mieasures:

o ;J%rgr_ll Breoam of Initiatives

NHENCE Conuiels on sources

= i = " -
= DEVEISIrandmplEmEnt revised inspection
NPIeCECUESHEI@ateralS Security

Close: collawpration with State Officials & licensees

ReassessiEeneral License authorizations

Conduct conseguence assessment & security
analyses for uses of radioactive sources and devices

Revise Import/export regulations

Endorse the IAEA Code of Conduct and associated
TECDOC-1344 high-risk isotopes and thresholds by
revising regulations 15




NEORISIRERNENCEd Controls on Sources

EIEXISUINORCONLIOIS to prevent unauthorized

o FOCUS onrmiglersk radioactive sources
Preveninieit/diversion for malevolent use
Promprdetection, assessment, and reporting
Prompt Local' Law: Enforcement Agency response
Confirny shipping/receiving

Add security for radioactive materials in transit
Enhance Import/Export controls

Enhance security and control using practical
measures
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..;,Or_c,ieu sslied Regarding Security
L |
S Doy feluiors @2/02)

= CONVErsion Acility” (08/02)
o [DEcommIEsiening reactors and wet ISFSIs

(05/0 -

Gaseeus dlffu5|on plants’ (06/02)

Fuel fabrication facilities (08/02; 1/03)
Transportation off spent nuclear fuel (10/02)
Dry ISFSIs (10/02)

Non power reactors >2 MW (10/02)




ISSUEd Regarding Security
(Matenials Licensees)

OINMPENSAEIAVIEASUIES for Panoramic
| rreicllEliors |ssu§_d 19y, Order dated June 6, 2003

sSAUIONARSECTTtY Measuress for Manufacturing
and Distiiien (M&ID) Licensees issued by

Orderdateddanuary. 12, 2004
Ja ﬁJﬁ V/

e [ranspertation of Radioactive Material
Quantities off Concern (RAM QC) Order dated
July 19, 2005

e Increased Controls for the Medium-Priority
Licensee Groups 1 — 4 Underway




e ,
@j PHeALICENSEES Groups 1 - 4
"c*@qc*"@ Cifet|e)s .
Group 1:
S EEshielded irfradiaters (e.g., blood irradiators)
. Paneramicaigaeiaioss (<10,000 Ci)

- leleiErep)y GEeVICES

- Gammeikmiiesdevices
- High and ' medium dese rate afterloaders

Group 2: Radiegraphers & well loggers

Group 3: Broad scope licensees & master materials licenses
Group 4: Calibration sources, waste brokers, remote service
providers, general service licensees

Group 5: Radioisotopic thermal generators (RTGs)*
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StatlsTeliREreups 1-4' Increased Controls

S DEVEIGEURCORLIOISNYItNFStates
s CORUEISINICHMEUNYASECUtY assessments

e ncreasedieonirols approved by the Commission
8/15/0

NRC Chaiimantietter ter Governors of All Agreement
States (9/2/05)

NRC issued! press release on 9/6/05

NRC notification to other Federal and international
agencies 9/6/05

NRC & Agreement States to issue increased controls by
12/05 20




sed Controls (1Cs)

CENBEES el POSSESS SOUNCES greater than 1AEA

2 0 UIaRLItIES

Centroll Access
L Veniter, Detect, Assess, & Respond
Transportation Security

Additional controls to secure
portable and mobile devices

Document Retention
Information Protection

.




lncreased Controls (1Cs)

ntrol Access

-«
LESS mited, at all times, to approved
IWIdU2IS 10 perform their duties.

- Uheseorted access
. Trustworthiness & Reliability
. Service providers shall be escorted

. Document basis trustworthiness &
reliability determination and maintain list




lceased Controls (1Cs)

-7 l*’ 0) pDEtect, Assess, and Respond

el Maglltor nd‘l‘mmedlately detect, assess and
B respenuierinauthorized access

9. Pre=aianeead plan with LLEA for assistance
-

Dependakbkle means to communicate
. Notify the NRC or Agreement State

. Document each_instance of unauthorized access
& corrective actions

23




,.;, ‘Increas d Gontrols (ICs)

L
ShlERSPEAaen SECUrItY

L -

SBIEMRESOlirces < 100 times Table 1
Per copsignment

Calie! *eq-uirements

Coperdinate the expected arrival time of the
Shipment

Confirm receipt of the shipment

Investigate If the shipment does not arrive
on or about the expected arrival time

24




..I!Fb |
!';, .-Jvnr= ¥ eg_c,; entrols (ICs)

3' rNSPERENeR SECUNILY conm

b, 602y ad anced notification for >100 times the
guanuiesidianle 1, per consignment
(Franspeiitation RAN QC Orders)
-

If an M&DBMicensee takes possession & ships
PM Sia. and 3. above shall not apply

Coordinate receipt of RAM with the originating
licensee

Establish an expected time of delivery
Confirm timely receipt
Assist in any investigation
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.:'f Inc ﬂssl_gontrols (ICs)

-

=20 Add] |oplal,ﬂ:ontrols to secure

L

-

dpIelE and mobile devices

Werneependent physical controls
that ferm tangible barriers to secure
the material from unauthorized
removal When not under direct control
and constant survelillance
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- .' o
g;.m a_egl_'(_)ontrols (1Cs)

Gl niermation RPretection

a. Control aceess to individuals that:

. avesan established need to know the
Information and
e Are considered to be trustworthy and reliable.

b. Policies and procedures for controlling
access to, and for proper handling and
protection against unauthorized disclosure

27
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- NRE zifle @ reement State Oversight
..;,l.' 9 il 9

SIEPeENANSPECHBR pProcedures verify licensee

P EMENEWORIGIRUIE reguirements

s Panoramiciifediator inspections were completed
JanUaR/AZe0S5

- Manufactiirerand! Distribution licensee Inspections
are due to be completed the last quarter of FY 2005.

e NRC entered inter Agreements with interested
Agreement States to conduct inspections

Complete inspection of increased controls for

highest risk licensees (Groups 1-4) within 1 year of
Implementation




ST, _
";i‘ NOlhanESource Activities
g _

OPASPEGES oﬁ'rphan Source Control:
' -

I Vaitai centrol of sources -
@St ur.ge Enfiercement Policy (2001)
General License Tracking System (2002)
Final' Rule oni Portable Gauges (2005)
(70 FR 2001)

National Source Tracking System (2006)

29




g
RROIphianISource Activities
-

RECOVEIRSOUICES that hecome orphaned —

POESIPfisite Source Recovery Program

~
(1990)]

VIOUMVILANDOE en Management of Sources
(June 199

CRCPD National Orphan Radioactive
Material Disposition Program (2001)

Trilateral Initiative with US/Mexico/Canada
(2002)

30




nd Agreement State licensees
200)6

o ArSpaesieisin time, update on annual basis
e

IAEA Category 1 and 2 sources

Collected basic data

Data used to inform security Orders, advisories,
& Inform national source tracking system

Will be periodically updated




o .

NEeNEIRSeurce Tracking System
4 —
- o .

s EINRE/IDOE feport on RDD recommended

IEVEIOPIMENT OifaNiational source tracking system

~
o [AEA CogeeifConduct recommends establishment

e aauenaliegister ofi radioactive sources
-

o US Govermment has made a non-legally binding
commitment to the Code of Conduct

e Will include sources from NRC and Agreement State
licensees and DOE facilities




" 4 4 |
s Nettlor 2 Su (iCE, Tiracking System

s PlojpeseoiRUIE:

sy Eeneraiyzegisier Notice July 28, 2005
(70 B 430

-

- Commentiperiod ends October 11, 2005.

e Final rulemaking July 2006
e Phased implementation Fall 2006




R AEANCOdE of Conduct
N IMpEKe& Exports

> REGIPIERT cotnin fias Regulatory infrastructure

-
»RecIpienisiElitherzed to receive/possess

SOUrCEs
-

-
» Prier notice of Categories 1 & 2 sources

» Prior consent for shipments of Category 1
sources

» Exceptional circumstances




Sions: Import & Exports

EXPORNICENSES CanMIE ISsued for multiple high-risk
AIBECHVENmaiEalsiEmultiple countries & recipients

vVANRENSIContacting known recipient countries of U.S.
g highErskeradioactive material.

v NRCWIlINEGUESt recipient countries to authorize
release off IAEA mission reports to USG that assess
programs for controlling radioactive material

v NRC will' verify US  recipient’s authorization to
nossess material for NRC and Agreement State
_icensees

v Proposed rule Sept 2004; Commission approved
May 2005; Final rule effective Dec 2005 .
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 Department of Homeland Security < Depar
e Federal Aviation Administration < Department of Energy
e Environmental Protection Agency e Department of Justice
e Federal Emergency Management Agency e States e Locals
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*I B
il

SNYEAINIthNprobabilities

e {3y HOMELAND SECURITY
\:*/ ADVISORY SYSTEM

: ‘ SEVERE

GUARDED

LOW

possibilities . . .

7?77 What If ?7?77?
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MEEEETAl Interaction on
o CM’I gfragj.ructu re Protection

] -'— Sector-Specific Agencies (SSAs)

Agriculture, Food
Public Health, Healthcar e, Food
Drinking Water, Water Treatment
Defense | ndustrial Base
Enerqgy
Banking and Finance
National Monuments & |cons
Transportation Systems
| nformation Technology
Telecommunications
Chemical
Emergency Services
Postal and Shipping

n
S
o
=
3]
o)
n
()
S
=
=
3)
S
S
=
1)
©
S
=
=
I
3]
=
=
O

Commercial Facilities
Government Facilities
Dams
Nuclear Reactors, Materials, & Waste

Key
Resources




| 'te"m PGSR Rertng Sector-Specific Plans
WENMENI/OLE55E5 HOMBIIM the SSPS so they:

r/ Goells
o |dentiify, asset:

e Assess risks

e Normalize amﬁrioritize

e |mplement protective programs
e Measure Effectiveness

Physical Set !
Security v ify \& " U ormalize =  Measure
joriti Effectiveness
Goals 7 =7/ Vulnerabilities E rograms /=
reats’
&
Governance




: . \ ‘ . =
IO} 2008, No aglieed upon recovery criteria

a1 e - 1 " I i
FSiiEsHelieWingl a radiological incident

o Deparientol Homeland Security-led RDD/IND
Preparediess Working Group

e Working| Group consisted of representatives
from all major Federal U.S. Agencies

e State and local officials participated in a focus
group, and comments incorporated.

40




RIGECtVe Action Guides
OERIBPSIand INDs

> BESEW OnIERPATS d%z Wianual of Protective
ACBIINElBES alia Prolective Actions for
WUCIEAINGIEENLS  (EPA 400-R-92-001)
> GUidanceNepresent Federal consensus

o Early phiasergiidelines: 1 — 5 rem, with an
understanding that doses above 5 rem may be
Unavoldable fer first responders performing life
saving missions.

e Intermediate phase: 2 rem first year

e Late phase (subseguent years): 500 mrem/yr
projected dose

41




IECLVE Action Guides for
W RBDBstand INDs

IENPAG ISES anfoptimization process rather

hamsetting a Seomc
ECAlSE rJr\rr p feasi
other tradeefis will e

evel for the late phase

pIlity, and economic and
nighly’ dependent on the

SPECITCS 0] the sittation.

e The next Mse puBklication In the Federal
Register |n the FaII 2005, to obtain broad public

distribution and Input.

e A communications strategy has been developed
to ensure maximum response to the Federal
Register Notice.




N ElECtVe Communication

-
e Not ea:

-gou 'tes galore

NUGIean 40 gle”
AcCeptaniity orrisk
Balance: off cost & henefits
Responsibility ofi the
regulator, licensees and

radiation protection
professionals




ged Opportunities

- _
State Police

Emergency Medical
Technicians

\ Local Law
\ Enforcement
Fire
| Departments

Department of Homeland Security




Corglusions
-

(0

|AEA

; ) Coede of Conduct| ¢ 2
Secu ﬂ ‘ 1 Federal & State

lncreased Conlt: Interactions

\{ Protect the /

Public

_ocal / ‘ wNationaI Source

Coordination | . Tracking System
Import-Export
Regulations




Come Vvisit us at
WWW.Nrc.gov




Contact Information
P

=izl StUrz
 Saiiegueradsiiechnical Analyst
UESSINOCIear Regulatory Commission
Oiiicer ol Nueclear Security
and Incident Response
Dxmsmn oft Nuclear Security
MailfStep 1" 4D8
Washington, DC 20555
Phone: 301-415-6678
Fax: 301-415-6661
e-malil: fes@nrc.gov




